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Introduction

Supply chain disruptions are growing in scope and complexity, and recent

events have highlighted vulnerabilities within our supply chain ecosystems.

As supply chains are extended worldwide, the risks of being impacted

globally increased significantly. Some examples within the past year of events

that have brought the supply chain to a standstill include severe wind patterns

on the transpacific routes that caused shipping risks, and the Suez Canal

disaster, which disrupted the global supply chain, not to mention Covid and

the war in Ukraine.

Continuing disruptions negatively impact performance by interrupting the

recovery stage of the supply chain, leaving the organization increasingly less

equipped to handle the next potential crisis. For example, according to a

2021 Gartner study, 89% of companies experienced a supplier risk event

within the last five years, yet companies lack awareness plans to mitigate

supply risk.



Situational awareness abate disruptions 

Supply chain disruptions come from all areas, whether market, weather, geopolitical, technology, or

competition driven. Consumers’ post-pandemic asks: will the market return to normal? Competitors

and others, such as the Amazon effect, change the paradigm and drive disruption by impacting

customers’ service expectations and by forcing companies to adapt and become more responsive. In

all cases, companies today must be prepared for these issues and become situationally aware of

their supply chain ecosystem, including all nodes and partners.

Subsequently, the gap between developing situational awareness and strategy significantly impacts

supply chain resiliency. Situational awareness allows for a risk management maturity program

focused on supply chain resiliency through early detection, mitigation, and recovery from risk events

and allowing companies to achieve a holistic view of their supply chains. Persistent monitoring and

dynamic planning enable organizations to anticipate and maneuver potential disruptions.

Awareness and proactivity are key

Therefore, organizations can no longer function in silos or focus on efficiency at the expense of

resiliency. The supply chain's focus on lean operations and cost efficiency has left them vulnerable to

evolving supply chain risks. An approach is needed where efficiency plus resiliency equals rapid

detention, response, and recovery. Developing supply chain situational awareness creates proactive

opportunities to identify and mitigate risks throughout the supplier base and throughout the supply

chain. This action-oriented approach will enable an organization to manage more efficiently through

future "unknowns" and not be caught flatfooted. In its essence, supply chain situational awareness is

designed to answer three distinct questions:

1. The ‘What’ — What types of disruptions and events can your organization identify that will

adversely affect your supply chain?

2. The ‘So What’— What would the impact of those disruptive events be?

3. The ‘Now What’ — What solutions can you implement to mitigate and/or resolve disruptions

that do happen?
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How advanced technologies can drive situational awareness and 
efficiency 
Companies need to achieve situational awareness by gaining visibility and synchronizing their supply

chain to navigate fluctuations efficiently with minimal customer disruption. Harnessing the power of

enabling technologies is one of the most effective ways to improve visibility and drive efficiencies across

the supply chain. For example, a company might consider using AI-driven simulation tools, control towers,

and digital twins to anticipate supply chain disruptions better and help them understand when to adjust

their plans.

Because interconnectivity will drive such efforts, businesses should also look for opportunities to integrate

innovative device capabilities across their organization. Similarly, implementing these AI-driven tools is

just as crucial as having a leadership team committed to supporting their integration throughout the

business on a holistic level.

Companies might consider using big data as massive amounts of data is generated daily. Data science

and analytics allow companies to utilize big data to gain valuable insights and revolutionize supply chain

management, enabling value to all areas of the supply chain.

As we evolve through the digital age, AI-driven simulation tools and digital twins are required to help

anticipate and automate supply chain disruptions. The benefits of these tools assist companies in

understanding when to adjust their plans, optimizing and improving the end-to-end supply chain.

Interconnectivity will align all these efforts to obtain situational awareness. Industries should look for

opportunities to further integrate smart device capabilities across their organizations through the Internet of

things (IoT). The streamlined connection across various devices will increase visibility and connectivity,

enabling businesses to get the most out of big data and AI technologies while reducing costs and enabling

a touchless supply chain.
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Transformative tools
Companies that want to take advantage of transforming their supply chains by utilizing concepts of

situational awareness will need to implement a digital framework approach. A digital supply chain uses

advanced technologies to streamline visibility and resiliency to achieve better situational awareness.

Digital supply chains are customer-focused by coupling internal systems with data and external

information. Leveraging a digital supply chain provides better insights into the functions of each

stakeholder along the chain using tools such as control towers, the Internet of things, digital twins,

artificial intelligence, machine learning, etc.

Digital twin models use real-time data from IoT devices, 
logistics and transportation databases, vendors and suppliers 
and user experience to optimize inventory.

A supply chain control tower is a concept that connects functionality across a business's enterprise by

combining people, processes, data, organization, and technology to improve visibility and efficiency.

This capability is integrated among all levels of the business and leveraged as an analytics-driven,

decision-support tool.

Internet of Things (IoT) is a network of connected devices and sensors that collect and communicate

information to enable an intelligent supply chain. IoT provides assurance that products can be located

when they are either in inventory, transit, early identification of delays, real-time visibility, tracking, and

forecasting accuracy.

As global supply chains increase in complexity, the margin for error is shrinking. We can use Artificial

Intelligence (AI) to drive situational awareness through new distribution models improving

interconnectivity across all stakeholders. Machine learning utilizes a mathematical approach to identify

patterns and influential factors in supply chain data with algorithms and modeling. This big data will

provide invaluable insights into required inventory and goods as they move through supply chains. The

data these platforms mine and analyze will continue to improve the resiliency and efficiency of an

increasingly complicated global supply chain.
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These tools and technologies use information from various data feeds and align that data with

a company's supply chain network, including plants, suppliers, and warehouses. Because data is

essential to these efforts, manufacturers need foundational information technology, operational

systems, and architecture to support the collection and analysis of huge amounts of data.

Many major-name companies invest heavily in these advanced supply chain technologies and even

create microservices around them. For midmarket and smaller companies, investment and adoption

vary. As a result, companies need to assess whether they have the right IT and OT systems to

support such efforts.

Connectivity and communication across the supply chain are essential to any efforts to improve

supply chain visibility and resiliency. Such connectivity can come in the form of enterprise resource

planning systems, using various IoT-enabled devices, and ensuring IT and OT systems are

effectively integrated.

Beyond connecting systems to be able to use data harmoniously, an organization should prioritize

three critical aspects of interconnectivity:

• The consumption of data

• Insight generation from that data

• Making decisions empowered by that data

Re-imagine supply chain by leveraging situational awareness
It may be challenging to reimagine some supply chains as diverse as they are, but for any supply

chain, the mindset should be it can improve and become better. Events like the Suez canal disaster

and the national semiconductor shortage compelled companies to pivot rapidly. While some

companies had the means to adjust, some struggled to adapt. A robust supply chain makes a

notable difference between profit gains or severe losses. The organizations that can mitigate the

most risks as efficiently as possible will always win.

A reimagined supply chain starts with an understanding of an organization's current level of its'

situational awareness. While many tools are used to evaluate situational awareness, organizations

typically move between being reactive, aware, proactive, and ultimately resilient. When organizations

experience disruption, they may have limited visibility and information sharing limiting their overall

capability. Organizations will gain more situational awareness by understanding and addressing their

vulnerabilities while not sacrificing production efficiency. Adaptive and risk resilient organizations

withstand unforeseen circumstances more effectively.
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Companies might find it challenging to establish supply chain situational awareness, but it might not

be as difficult as they think because the benefits will outweigh the costs. At the most basic level of

reimagination, it might be as simple as establishing end-to-end visibility to sense, mitigate and pivot.

However, if resiliency is the goal, having thorough knowledge and visibility of all pertinent data points

will be necessary. Implementation of supply chain visibility might include having a centralized

reporting center or automated reports with relevant KPIs. A data-driven production process will always

ensure the supply chain runs to its full capability to return to growth and maximize profits.

Situational awareness requires the ability to not only resist,
but recover from a disruption

Best practices

People

Situational awareness will always include cross-functional communication to ensure the right

resources are in place in all facets of the supply chain, including procurement, supply planning,

demand planning, and logistics. The level of holistic integration required to build an adept supply chain

applies to technological systems and extends to the people and teams that lead adoption efforts

around advanced technologies.
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Resiliency

Resistance Recovery

Avoidance Containment Stabilization Return to growth
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Companies will need to establish a center of excellence (COE) to support adopting artificial intelligence-

driven technologies for supply chain transformations. The project's likelihood of failure increases if they

are in the hands of siloed leaders. A company that develops a COE comprised of subject matter experts

across various functions will have a built-in support network to troubleshoot and navigate issues more

effectively as they work on this integration.

Leadership teams should create a Smart Technology Framework to help drive user adoption across the

organization, including training employees and getting them comfortable operating new systems. The

addition of automation and artificial intelligence presents opportunities to adjust staff away from repetitive

tasks and moves them toward more critical problem-solving roles, allowing companies to reimagine the

supply chain workforce.

Data

Data has become something of an invaluable resource to any organization. Through data, an organization

can analyze and make insightful decisions. Organizations should ensure that their reporting and data

centers are already robust. Big companies are starting to use Artificial Intelligence and Machine Learning

to perform essential functions and having the data there will be the first step. Therefore, data visualization

tools like Power BI and Tableau are beginning to transform entire organizations. Some standard metrics

that are being evaluated are demand forecasting, inventory optimization, supplier 360, and network

optimization. Imagine a supply chain where you can not only understand your supplier's productional

capabilities from a Tier 1 perspective but also a Tier 2 and a Tier 3 perspective and perform predictive

capabilities on which products might have the most risk if you were to lose them.

Technology

When determining the right solution, possessing the appropriate tools to achieve supply chain situational

awareness will always depend on the organization. Utilizing only spreadsheets without robust technology

to communicate and process data will impede any attempt at achieving resiliency. There are best-in-class

solutions, but every technological solution is custom-made to an organization's resiliency maturity level.

As an organization becomes more resilient, it will innovate more frequently through inciteful data-driven

decisions. Technology allows an organization to detect supply disruptions, analyze supply chain risks, and

develop a mitigation strategy. Therefore, given the evolving nature of artificial intelligence and related

advanced technologies, companies will need to regularly revisit and update their approach to supply chain

connectivity and visibility, but the above-mentioned areas are a foundational place to start.



CONCLUSION
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As global disruptions continue to impact the supply chain, the importance

of preparing for and mitigating these events becomes an imperative to

organizations to ensure customer satisfaction and retention. Adopting

situational awareness allows organizations to achieve resiliency across

their supply chain network to become a fully connected and synchronized

supply chain ecosystem. It is this integrated supply chain that drives

continuous improvement, delivers values, and achieves a proactive

understanding of an increasingly complex business landscape from

suppliers to customers, with the following in mind:

• Global visibility of the extended enterprise

• Rapid propagation of information in all directions

• Rapid understanding of the impact of disruptive events

• Proactive responses to the changes in the supply chain

• Collaboration across the supply chain
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