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Protecting your business from the unexpected
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Your digital journey

Our analysis of digital trends during the pandemic
indicates it’s likely that …

If the pandemic has taught us
anything, it’s to

expect the
unexpected.

•

your business has experienced a rapid
acceleration of digital transformation since
early 2020

•

this acceleration was much faster than you
ever previously thought possible

•

progressing your organisation’s cloud
migration remains one of your top digital
priorities

In order to survive and thrive, your business
must have robust continuity practices in place.

Your digital dilemma
You’re required to move more and more of your
critical digital assets to the cloud at pace, but what
if something goes wrong up there?

What could go wrong?
Regulatory change

Market change

Organisational change

CSP business viability

If your Cloud Service
Provider (CSP) doesn’t keep
pace with regulatory
changes your organisation
could become non-compliant
with critical industry
standards. Are you ready to
deal with the security and
legal issues which may
result?

Your CSP’s offerings may be
market-leading today, but
what about tomorrow? In an
environment of constant
disruption and innovation,
are you sure your CSP’s
services will keep you ahead
of your competition in the
long-term?

Many organisations are
currently experiencing
profound transformation. Will
your CSP be willing and able
to meet the changing needs
of your customers and staff,
and/or support a
fundamental shift in your
business direction?

No company is immune to
scandal. Are you sure your
CSP has the financial
strength to weather any
storms on the horizon? If
your CSP’s conduct
breached your organisation’s
core values would you be
able to take swift action to
protect your brand?

If you were
faced with this
scenario …

Could you
effectively …

A major SaaS provider
announces they will soon
launch a suite of new marketleading products and services
in ANZ that would give your
company a substantial
competitive edge.

Completely exit from your
SaaS provider?

You’ve just signed a major new
contract with a New Zealand
bank when the Government
announces it has lowered the
threshold of its BS11 policy so
all material data must now be
kept onshore. This cannot be
guaranteed by your current
hyperscale cloud provider.
Partially exit from your
hyperscale cloud provider?

After a series of high-profile
complaints by whistle-blowers,
your hyperscale cloud provider
admits to systemic unethical
trade practices. Following a
barrage of lawsuits they are
now under significant financial
pressure and rumours of
collapse are mounting.
Completely exit from your
hyperscale cloud provider?

Unattractive renewals,
increased costs and
service deterioration
These are tough times for
many businesses. Do you
trust your CSP to prioritise
your long-term relationship
over short-term profit?

You’re weeks away from
launching a new SaaS-based
offering when cyber criminals
attack your new provider’s
network causing extensive and
ongoing global outages.

Stay put?

So, what
can you do
to protect
your
business?

Cloud
contingency
A robust cloud contingency capability can save
your enterprise from a cloud crisis.
Key Risk
Indicator (KRI)
assessment

Exit planning

KRI monitoring

Cloud Contingency
Operational View
Triaging and
viability

Framework
governance

Risk
management

What’s cloud contingency?
Cloud contingency is the end-to-end process of
identifying, assessing, monitoring and addressing
the risks that your business faces in the cloud.
What’s a cloud contingency framework?
A cloud contingency framework comprises the
guidelines, processes and customised
roadmap needed to develop a robust cloud
contingency capability within your organisation. In
the event of a crisis, a cloud contingency
framework will enable your organisation to
facilitate an efficient and effective exit (either
complete or partial) from IaaS, PaaS and SaaSbased cloud service providers.

The Infosys Cloud Contingency Framework
Our Cloud Contingency Framework enables
data-driven decision making so you can take
action in the event of a cloud crisis.
Key components of the Framework
•

•

Cloud Contingency Governance
A governance structure describing the arrogation of rights and
responsibilities of those who will make the cloud exit decision.
E2E Execution Model
A detailed step-by-step predefined model to manage the cloud
contingency activities from inception to delivery, operations and exit.

•

KRI definition & calibration
The metric for measuring the likelihood of a risk event and if it will
exceed the organisation’s risk threshold for a cloud exit decision.

•

Cloud Contingency Playbook
Clear and accessible processes and templates for stakeholders to use
in the event of a a contingency scenario.

•

KRI monitoring
Ongoing monitoring of your KRIs is essential to ensure you can swiftly
take avoidance or mitigation actions.

•

Assessment / triaging / viability processes
To investigate and analyse the contingency scenario and develop an
exit decision recommendation.

•

Offboarding management
A series of robust planning exercises to determine how to proceed
once an exit decision has been made, incorporating change
management and communication capabilities.

Cloud Contingency Framework
Onboarding

Operating

Offboarding

Cloud Contingency Governance
E2E Execution Model

Cloud Contingency Playbook
KRI monitoring
KRI definition &
calibration

Assessment / triaging
/ viability processes

Offboarding
management

Risk Appetite and Group Risk
Management Framework

Supplier Governance & Vendor
Segmentation Framework

Cloud Adoption Framework
(CAF)

Product Ownership Framework

Group Product Governance &
Well Managed Framework

Cybersecurity Management
Framework

Serenity Technical Exit
Framework

Data Governance Framework

Your other key business frameworks inform your Cloud Contingency Framework.

Operationalising the Framework
Our Cloud Contingency Framework is operationalised in three phases, supported by organisational change
management practices. As maturity increases so does benefit realisation.

Embed
•

Framework ownership decided

•

•

Contingency controls
embedded into organisation’s
operating model

Cloud contingency governance
established / enriched

•

Supporting tools configured

•

Supporting frameworks uplifted
and enriched

•

Risk indicators monitored and
operationalised

•

Skills uplifted to support
multi-cloud operating model.

•

Optimise

Operationalise

Progress

Action items defined and
agreed.

Transform

•

Automation of key framework
activities like monitoring of
Service Level Agreements

•

Deeper integration with
existing tools

•

Use of event monitoring and
event aggregation tools to
bring efficiencies.

Organisational Change Management
•

Communicate new ways of working and showcase successes

•

Enable organisational change to support new operating model, roles and responsibilities

•

Engage change champions for key areas.

CASE STUDY

A Cloud Contingency Framework for an
Australian Insurance Giant
While accelerating their adoption of cloud services to include critical Systems of Record, our client commissioned us to explore how their
business could be affected in the event of a cloud-related crisis. Our analysts uncovered a variety of possible scenarios, up to and
including failure of the cloud provider itself, that had the potential to cripple our client’s business if not appropriately planned for.
To support our client to mitigate these risks, we worked with multiple teams across a range of business units to develop a comprehensive
Cloud Contingency Framework – an enterprise asset which aligned with and incorporated a multitude of client organisational frameworks
and other strategic and operational artifacts. Using this Framework, our client was able to identify additional key risk indicators, develop
monitoring and mitigation processes, uplift their business continuity planning capability, and ultimately strengthen business resilience.
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The Infosys Consulting difference
A leader in cloud
contingency consulting.

Comprehensive.
Our unique approach – a hybrid
bottom-up / top-down design
incorporating both strategic and
operational inputs – will cover all
aspects of your business.

Our practice is well-established
and we’re the only consulting firm
to have built an end-to-end
Cloud Contingency Framework.

Why us?
Because we’re …
Evidence-based.
Our Framework is informed by the
latest industry research and aligns
with recommendations from key
analyst firms.

Fast.
Our “plug and play” operational
Playbook is ready for
consumption so you can protect
your business without delay.

Stay Ahead of the Competition
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