
CONSULTING

Is Blockchain 
the Next 
Cure for Life 
Sciences?
A perspective on how the 
supply chain space is poised 
for major disruption.
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Disruption awaits
We are full throttle into a new era of the digital economy, where 

concepts like big data and artificial intelligence (AI) are fast 

becoming the new currency – a currency that will become 

a competitive advantage lever for the smart and aggressive 

movers in the months ahead.

Within the life sciences industry, data is the anchor underpinning 

everything – from product development, and clinical trials to 

consumer marketing and even logistics. Therefore, the complex 

and diverse realm of supply chain management is poised to be 

the next horizon of industry transformation. It’s our view that 

blockchain will become a key enabler for all of this. 

Why? The recent acceleration of blockchain beyond the little-un-

derstood concept of crypto currency is already launching into 

the mainstream, with industries as diverse as manufacturing and 

consumer goods being early adopters of this burgeoning tech-

nology.  It possesses the potential to radically transform the life 

science industry’s complex supply chain ecosystem and help 

organizations re-invent mission-critical business process. Read 

on to see why… 

The innovation landscape 
around the supply chain 
The Food and Drug Administration (FDA) “Drug Supply Chain 

Security Act of 2013” outlined the building of an electronic, 

interoperable system to identify and trace prescription drugs. It 

contained a three-stage guideline to implement the system, 

including product verification, serialization, traceability (as de-

picted in this chart).

Product verification – Entails being able to parse data 

from a storage integrating different software that holds 

information regarding the ‘chain of custody’ – containing 

transaction histories between business partners.

Serialization – Defines creating ‘start-to-finish’ product 

identifiers to be deployed on all lots and packaging across 

the globe. 

Traceability – Outlines the use of an interoperable system 

downstream in the supply chain, to retailers, pharmacies 

and hospitals to store unit level data for each transaction. 

This ecosystem contains a variety of players, including whole-

salers and third-party logistics partners with the storage and 

distribution networks. It also includes security and legacy data 

storage system partners ensuring product serialization, trace-

ability and authentication, in addition to cold chain monitoring 

systems partners. Finally, it entails advanced technology part-

ners that have been making significant headway in modernizing 

supply chain systems. 

For example, Microsoft provides efficient, economically viable 

and scalable cloud-based systems, with transformed digital land-

scapes for marketing support on one hand, and maintenance of 

GMP via digital logbooks – adding trust, data security and audit 

trails for inspections by regulatory agencies. Others have sought 

to raise quality and economy of clinical trial processes, boosting 

patient safety by tracking drugs and tackling counterfeits, creat-

ing a compliant audit trail. 

Source: FDA

Timeline of the DSCSA Guideline for Implementation

2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Nov 2013
Signed into
existence

Jan 2015
Lot numbers on packaging

Transaction documentation
at transfer of liability

Nov 2017
Serialization on
certain pharma drugs

Nov 2020
Authentication and verification 
of pharma dispensers

Nov 2019
Authentication and verification 

of pharma wholesalers

Nov 2023
Complete traceability

of pharma supply chain
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Each of these players brings a wealth of data and capabilities 

which the industry benefits from. Any such new system must 

aim to collaboratively integrate these, keeping in mind both 

the standardization and adherence to regulatory guidelines. 

The resultant system must also be simple enough to foster easy 

adoption. 

Blockchain might be just be the answer to this because of its 

inherent features, technological fortitude and a multi-faceted 

value proposition. Let’s explore this idea in more detail. 

Seven game-changing opportunities 
with blockchain
The logistics and supply chain space today is geographically 

distributed. Heavy amounts of outsourcing, third-party logistics 

and complex networks of distribution have enabled a paradigm 

shift in strategy and scale. There is a need to store large amounts 

of information, eliminating middlemen and engendering bet-

ter collaboration and coordination between the parties in a 

network. Based on key features of blockchain – decentralized, 

transparent, immutable and secure – several use cases can be 

envisioned within the broader supply chain space. 

1. Inventory Management – This is the backbone of the supply 

chain landscape, as understanding stock levels helps plan orders 

and manage bullwhip effects.  Optimally balancing supply and 

demand is critical to managing market opportunities and orga-

nizational economics as a whole. Blockchain and its underlying 

features can play a major, enabling role here. 

2. Alerts – This is especially true during drastic events – force 

majeure – where alerts to the different nodes of the supply chain 

become paramount. Epidemics can be another drastic event 

where public safety and consumer awareness may be enabled 

for life saving drugs. Blockchain is already starting to play a role 

in identifying specific points of contamination for food manu-

facturers and retailers.

3. Clinical Trials – Trial data must be tamper proof and an im-

mutable event log creates much more reliability that a block-

chain system might be able to ensure. In addition to this, 

consent transparency and traceability of administration ensures 

patient welfare and data integrity. 

4. Compliance & Governance – Blockchain may help create a 

more transparent and efficient ecosystem for cold chain moni-

toring via IoT of drugs under transport, and tagging and valida-

tion of equipment and other assets around transport and stor-

age. This also provides ease and accessibility with audit trails. 

5. Combating Counterfeits –  Tracking drugs and medical de-

vices have become supremely important, especially in emerging 

markets where a log of fake products find their way to market. 

Counteracting this involves tracing each step in manufactur-

ing and distribution and also verifying authenticity of returned 

products. Blockchain might be key to addressing these issues.

6. Accessing Credit – Helping wholesalers access credit via 

quick credit checks and onboarding is an area blockchain could 

significantly enhance. Also, general transparency of informa-

tion and communication across the value chain of manufactur-

er, distributor, consumer and regulatory agencies could prove 

beneficial. 

7. Tracking – Ensuring more precise tracking of highly con-

trolled substances (e.g., opioids) throughout the supply chain 

is another opportunity that may be capitalized on using block-

chain technology. Blockchain could help counteract the opioid 

issue at the supply chain level – controlling over distribution and 

enabling physicians to regulate how much of these drugs are 

offered to patients.

The innovation landscape around the Life Sciences Supply Chain

COLLABORATE
INTEGRATE

STANDARDIZE
REGULATE

Offering is usually very 
straightforward, with plenty of 

useful data, lends itself to analytics 
and insights

IoT
Excursion & cold 
chain monitoring
Timetemp

Emergence of newer technology 
leads to better insights, but getting 

the right partners and buy in 
is the main challenge

AI/Blockchain/
Data/Tech
Forecasting, Tracking, 
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Microsoft, IBM, Farna 
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Security and reliability is the 
selling point of these services, 

and becomes a good use case for 
Blockchain-like applications

Serialization/
Track & Trace
Security systems and
product authentication
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Logistics and distribution firms 
are getting traction with technology 
and digital tools, makes a good case 

for standardization

3PL, Wholesalers
Third party logistics & 
shipping network
Cardinal Health, DHL Source: Infosys Consulting
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Still in an early-adoption phase
We are still in a phase of very early adoption of blockchain – one 

based more on learning, discovery and incubated tests. In the 

life sciences industry, there’s no clear fast movers yet, as the 

perceived high cost of investment and uncertain returns leave 

us in an exploratory phase.  

Real challenges exist, such as a lack of in-house knowledge and 

skills needed for implementation. Other questions exist as well. 

When it comes to solution integration, will different blockchain 

solutions be compatible? The most efficient way to ensure this 

is to have a dedicated network and bring together a consortium 

of companies to agree upon data/governance standards for 

adoption. 

A viable path to adoption and organizational change manage-

ment will become an imperative consideration once initiatives 

move beyond concept or prototype.

A future with promising 
benefits and business value
Ultimately the benefits and business value of blockchain could 

be multi-faceted. While reduction in supply chain costs seems 

an obvious benefit, it happens in tandem with ensuring in-

tegrity of product. This can only be realized while being able 

to provide transparency and ensuring privacy of critical data. 

Plus, the technology may be used to address a targeted need, 

transform applications to a modern digital landscape, and 

establish brand and credibility for a company.

The life sciences industry is at the cusp of a new era of digital 

transformation. With real solutions already in the market for 

targeted use cases, blockchain’s scalability, practicality and 

most of all, simplicity, could fast become the next horizon of 

innovation for organizations large and small. 

Want to learn more? Contact our team of experts and they’ll share 

some of their experiences and client examples to help you plan your 

journey forward. 

Blockchain Applications in the Life Sciences Supply Chain
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